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A-19 Invoice Template: Digital Signature Set-Up

Background and Purpose

This document will guide you on how to set up a digital signature to sign your A-19 PDF document, which is one
of three allowable signature formats. If you would like to sign electronically, please see the Electronic Signature
Set-Up document located on the Contractor fiscal and billing page on The Athena Forum. In order to sign
documents digitally, documents need to be saved first as a PDF.

Please Note: These directions are if you are using Adobe Acrobat Reader to edit and sign PDF
documents. If you use another software or different version of Adobe, please consult software
resources accordingly or contact your IT support person.

Steps for Creating a Digital Signature

1. Open Acrobat Reader and navigate to the Preferences menu, as shown below:
- &Y 1Elecironic signature set-up.pdf b

Open.. Ctrl+0
Open recent files >
€

Save Ctrl+S n

Save as. Shift+Ctri+S @‘

Save as other >

Protect Using Password ‘f‘

Reguest e-signatures C-"

Share file Y

Print.. Ctrl+P L

Search > &2‘

Paste Ctrl+v

Undo, Redo & more >

View >

Disable new Acrobat Reader

Window >

Help >
- Preferences.. Cirl+K

Protection >

Document properties.. Ctrl+D

Exit application Ctrl+Q
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2. Under the Categories menu, choose Signatures. Then, next to Identities & Trusted Certificates, click

More.
Preferences X
Categories:
Digital Signatures

Commenting

Documents Creation & Appearance

Full Screen S R S "

= Lontrol options Tor signature creation Mare_.

General - Set the appearance of signatures within a document

Page Display

Accessibility Verification

Adobe Online Services

Email Accounts « Control how and when signatures are verified More_
Forms

Identity

Internet Identities & Trusted Certificates

JavaScript

Language - Create and manage identities for signing

- Manage credentials used to trust documents
Measuring (20}
Measuring (3D}

—

Measuring (Geo)
Multimedia & 3D
Multimedia (legacy)
Multimedia Trust {legacy)
Reading

Reviewing

Search

Security

Security {Enhanced)
Signatures

Spelling

Tracker

Trust Manager
Units

Drocument Timestamping

- Configure timestamp server settings Mare.

OK Cancel

3. Click theicon of the person, “Add ID,” then select “A new digital ID | want to create now,” and lastly
click on “Next”.

& Digital ID and Trusted Certificate Setting x E
Digital IDs IQZI v ] .E F; Export e Refresh & Remove ID |
B
Trusted Certifi Add Digital ID X
Store 24{
Add or create a digital ID to sign and encrypt documents. The certificate that comes with your digital ID
is sent to others so that they can verify your signature. Add or create a digital ID using
O My existing digital ID from: )E

Afile
Aroaming digital ID accessed via a server

A device connected to this computer

- @Anewdigitallb | want to create now f

nail Protection

Cancel < Back

4. Ensure that “New PKCS#12 digital ID file” is selected, as shown below. Then click “Next.”

—
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I —— Lgiue o L s

Add Digital ID x

elf-signed digital ID?

(®) New PKCS#12 digital ID file

pratected digital 1D file that uses the standard PKCS#12 format. This
commeon digital ID file format is supported by most security software applications, including major
web browsers. PKCS#12 files have a pfx or pi2 file extension.

(C)Windows Certificate Store

Your digital ID will be stored in the Windows Certificate Store where it will also be available to
other Windows applications. The digital ID will be protected by your Windows login

Cancel < Back Mext >

5. Fill out the appropriate portions of the window below. Do not change Country/Region, Key Algorithm, or

Use digital ID for. Click “Next.”

[ —

Add Digital ID >

Enter your identity information to be used when generating the self-signed certificate.

Mame (eg. John Smith): IlanE Doe

Crganizational Unit: IMa nager

Organization Mame: IX‘I’Z Business Service center

Email Address: IjanEdDE@ businesscenteredu

Country/Region: | US - UNITED STATES v

Key Algeorithm: | {{0eESTiERTY ~

Use digital ID for: | Digital Signatures and Data Encryption W
Cancel < Back Mext >

)

9

6. Choose a password for your digital signature. Note: If you forget this password, you will have to create a
new digital signature as there is no password recovery mechanism. Click “Finish.”
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| Add Digital ID e

Enter a file location and password for your new digital 1D file. You will need the password when you use
the digital ID to sign or decrypt decuments. You should make a note of the file location so that you can
copy this file for backup or cther purposes. You can later change opticns for this file using the Security
Settings dialog.

File Name:

IC:\_Users'u:lerlii1D?\App[lata\_Roaming\Adobe \Acrobat\DC\Security'Jane Doe pfx

Browse...

Password:

4t

P et

Cenfirm Password:

7. Viewyour new digital signature. You can now use your digital signature to sign Adobe Acrobat forms. The

Cancel < Back

next section of this “How To” document covers signing documents in Adobe Reader.

L 1 B S — L
[% Digital ID and Trusted Certificate Settings x
v Digital IDs ?g. ] - ',_F Fb Export c Refresh &) Remowe ID
Roaming ID Account: | Name Issuer Storage Mechanism Ex
Derline, Iszac (HCA) <isaacderline@h.. pking-prod-sub03

Windows Certificate Store 2

Digital ID Files Digital I File

Jane Doe <janedoe@businesscenter.e

Jane Doe <janedoe@businesscenter

Windows Digital IDs

PKCS#11 Modules am
< b3
Trusted Certificates

Jane Doe
Manager

Issued by: Jane Doe
Manager

"alid from: 2024/08/08 10:36:48 -07'00

Valid to:
Intended usage:

2029/08/08 10:36:48 -07'00
Digital Signature, Encrypt Document. Key Agreement
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Sign an Adobe Document with Your Digital Signature

1. Make ALL necessary changes (if any) to your document first, before signing.

Caution: if any changes are made after the signature is in place, the document will display a note

indicating changes were made after signing.

2. Click on “Certificates” in the menu bar on the right of the screen. This will cause a new tool bar to open

at the top of the screen.

a. Note: If you do not have “Certificates” as an option in the menu on the right, you will need to

take the following additional steps to add this option to the menu:
i. -Select “Tools” (upper left portion of screen)
ii. -Locate “Certificates” and click “Add”

= Menu  {n¥ | 1 Electronic signature set-up pdf HCA Reviewel
Alltools  Edit  Convert  E-Sign
All tools x e Atleastones

Add comments
@ Request e-signatures
Scan & OCR

Compress a PDF

CERYRD.~ |

4 Fill &sign

& Add a stamp

£§ Usea certificate

@ Use print production
d? Measure objects
Compare files

B Addrich media

Use guided actions

&) Prepare for accessibility

View more
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3. Select “Digitally Sign” and follow the instructions in the pop-up windows.
= Menu Q 1. Electronic signature set-up.pdf H

Alltools  Edit  Convert  E-Sign

€ Use a certificate X éﬁ g

E% Digitally sign

[& Timestamp

E?, Validate all signature

S n o E

4. You will be selecting the area where you wish the signature to appear and then entering your password.
You will be instructed to save the document and then your signature will appear.

Jane Doe

Printed Name

Digitally signed by Jane Doe

.J ane DO e %ﬁﬁm'ogm 11:14:44

Signature

Date
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